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1. Introduction

1.1 swandungunialunzileu PL-30

Teazidenvesgunsaliuiuinsiaaeuiitetunzideu Product List PL-30 vas nvia. wiay

BAAISNINFUNBUTENBUNTNATUINTIFDUSWaLREAAUMALA tnelsieasideneail

Owner and Service

provider | Company

Topology Name

AAA-00

BLBRELN

PL-30-XX

1.2 dagUszasAvadiensis

nUsvasdvetenasiiielfiduseaziBunvesdunounisnaaeunsiunzideu Product

List vesgunsal PL-30 lagseazidunvetenaisuaznismadevasdenduluauguuuud nva.

fSvuaiiiy
1.3 Age

DUT Device under Test

LD Logical Device

LN Logical Node

DO Data Object

DA Data Attribute

FC Function Constraint

RCB Report Control Block

GoCB GOOSE Control Block

SmvCB Sampled Value Control Block

ICD IED Capability Description

CID Configured IED Description

11D Instantiated IED Description

SCD System Configuration Description

SCL Substation Configuration Language
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PRP Parallel Redundancy Protocol
HSR High Availability Seamless Redundancy
2] Binary Input
BO Binary Output
Al Analog Input
cT Current Transformer
VT Voltage Transformer
AC Alternate Current
DC Direct Current
TDS Time Data Server
IED Intelligent Electronic Device
HMI Human-Machine Interface
CSMS Cyber Security Management System
HMI/SCPS  Server Human Machine Interface/SCPS-Server
BCU Bay Control Unit
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Summary Result

ﬁ?ﬂﬂdﬁﬂ?i(ﬂi’]ﬁ]ﬂ@ULE}ﬂﬁﬁﬁ

ekl NAN1INTIVEDU

3. Communication Gateway

3.1 Hardware and Software Requirement Wuld lanw d

3.2 Functional Requirement W a0
4. Firewall

4.1 Hardware and Software Requirement W a0

4.2 Functional Requirement W a0
5. Time Data Server

5.1 Hardware and Software Requirement W a0

5.2 Functional Requirement wu a0
6. SCPS / HMI / EWS Server

6.1 Hardware and Software Requirement O luw O

6.2 Functional Requirement W a0
7. Ethernet Switch

7.1 Hardware and Software Requirement W Tunaw O

7.2 Functional Requirement W a0
8. Bay Control Unit

8.1 Hardware and Software Requirement W a0

8.2 Functional Requirement W a0
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Complie Specification :

3. Communication Gateway (CGW)

(TUNDUNITNTIVEDULDNETT)
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NeazdeegUninlingivaay

Device Communication Gateway (CGW)

Product

Model

Manufacturer

Serial No.

Ordering No.

Firmware version

Device Picture Front/Side/Behind

3.1 HARDWARE & SOFTWARE REQUIREMENTS

WAN13
Id S19a2198AN1INTIVADU
MIIHDU

3.1.1 | Reference Specification: RSUB-010/2564 (Rev1.0): 8.3.6 Communications Gateway Page 182 U s
-The CGW shall support a data rate of 10/100/1000 Mbps Ethernet port. [ Tadeing

Expected Result:
1) CGW doesesiuauiianesn Ethemet 9 10/100/1000 Mops

Document Reference

WAN13
Id S1982198AN1INTIVABU
M3IAFIV

3.1.2 | Reference Specification: RSUB-010/2564 (Rev1.0): 8.3.6 Communications Gateway Page 182 U s
- The CGW module, which interfaces the FO Ethernet port to the SCPS system, shall [ ladsinu
connect on the other side to both Substation LANs through separate fibre optic
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interfaces. Use of the two connectors is described under the ‘Dual Substation LAN

Connections’ heading

Expected Result:
1) luga CGW Midausianase Fibre Optic Ethernet fiuseuy SCPS Axfaiiausaiu LAN

yosan i 2 29 iuduwmesing Fibre optic weniu (Dual Substation LAN Connections)
2) unsal CGW 833U Redundancy Communication

Document Reference

Id S19a2198ANINTIVFDU

WaN3

MIIFDU

3.1.3 | Reference Specification: RSUB-010/2564 (Rev1.0): 8.3.6 Communications Gateway Page 182
- The CGW shall either be a PC or a Microprocessor Controller. The CGW shall be
delivered at least as follows, 1) 1 GHz Intel Processor (or equivalent )

2) 1 GB SDRAM of main memory (or better)

3) 250 GB 24/7 server-type hard disk

4) Real-time clock, calendar with battery backup, and support for time-
synchronization.

5) Diagnostics, on-site installation, and validation.

6) Protocol configuration

7) Security Service

Expected Result:
1) gunsal CGW desldmbeuszanadu PC Base Wi Microprocessor Base

2) s13auasues CoW fodlfimeluladagalasantusindissusznaudne
2.1) wiheUszanana Intel musa 1 GHz visewfiguwi
2.2) wheAudman (RAM) egatios 1 GB
2.3) 13ARANLUY Server 24/7 4u19 250 GB
2.4) Real-time clock NEOUUUAMEIANTO UaT TSNS Synchronize 1381
2.5) lafi¥u Diagnostics wazfossessumsindminu wagnsnsIdey
2.6) HerFusaAlusinaea (Protocol Configuration)
2.7) szuusnuanuuasnne (Security Service)

[ giu
[ ladeinu

Document Reference
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- WaN1S
Id 1YASLRYANTITATIAFDU
AFIVEADU
3.1.4 | Reference Specification: RSUB-010/2564 (Rev1.0): 8.3.6 Communications Gateway Page 182 U s
Communication Gateway Ports (CGWP) [ lsisinu
-The CGW shall be provided with the following communications Configurable ports:
1) Two Ethemet ports for remote primary and secondary (backup) SCADA/DMS
communications or DAC Simulator. These ports shall be configured for Ethernet the
DNP3.0 over IP communications protocol. The serial or Ethernet fibre optical ports are
preferred. Otherwise, to optically isolate, the media converter or Optical Line Driver
shall be provided
2) One Ethernet port for remote SCPS diagnostic and configuration maintenance
activities using, for example, suitably configured PCs (such as the Contractor-supplied
PC consoles)
3) One port for local time synchronization of the SCPS’s internal clock using a suitable
time code standard.
4) Two Fibre optical Ethernet ports for substation LAN, one shall be connected to
each Substation LAN.
5) One port for local CGW configuration.
Expected Result:
CGW Fosiinesamsdeasiianunsadernldmusenisaeluil
- Ethernet (2 wasn) 195U SCADA/DMS #édnuazanse9 58950 DNP3.0 over IP (19 Fibre
Optic %39 Media Converter/Optical Line Driver a1lsiil)
- Ethernet (1 weo$n) d1sueiuilade (Diagnostic) wasdeAnszuy SCPS 1u Lieufy
ARLTIMDTYBIET UL
- Time Sync Port (1 wasn) dw3udaAtia SCPS fmeu1nsgIu time code (lifiansan)
- Fibre Ethernet (2 wa$m) dwiiuidiouriu Substation LAN g 2 2993
~ Local Config Port (1 wosn) dm3udedn CGW
Document Reference
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3.2 FUNCTIONAL REQUIREMENTS

- WNang
Id 1YASLRYANTITNTIVEDU
MIIAFDU

3.2.1 | Reference Specification: 5) Communication Gateway Page 45 0w

Service Tracking and Functional Constraints shall be supported. Service Tracking is [ Tadeig

introduced in clause 14 of Edition 2 of IEC 61850-7-2.

Ex| Result:

1) Av33935UTeAYY Service Tracking 1ag Functional Constraint sl IEC 61850-7-2

Clause 14 of Edition 2
Document Reference

- Nang
Id F1YASLRYUANITINIIVEDU
MIIHDU

3.2.2 | Reference Specification: 5) Communication Gateway Page 45 U s

The DNP communications shall be supported by the Gateway via a process that links [ ladsinu

and converts IEC 61850 data from the Local Repository to the desired DNP values and

formats.

Expected Result:

1) Msdeanswuu DNP azseslasunsatvayulay Gateway Hunsyuunsidoulesuas

wUastoyan1nu1nsgu iec 61850 Tu Local Repository luiluAviesuuuuiiaennderiu

DNP enufifioans
Document Reference
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- Han1g
Id F1YASLRYUANITNIIVEDU
MN5IHaU
3.2.3 | Reference Specification: 7.7 Station Time Synchronization Page 159 U i
Time synchronisation of all IEDs and IEC 61850 based SCPS components in the [ Taded v
substation shall be accomplished via NTP Server and modulated IEEE 1588 or IRIG-B
with GPS master clock receiver(s)
Expected Result:
1) MmssudeyalanvesunIainageu Iefedsesiu Time Code Standard : IEEE 1588, NTP
%39 IRIG-B 1nge1989128197n GPS master clock receiver
Document Reference
- Han1g
Id F1YASLRYANITINIIVEDU
AFIVEADU
3.2.4 | Reference Specification: 8.3.7 Communication Interface Page 183 U s
Where data communication interfaces using DNP 3.0 protocol are necessary, DNP3.0 [ lalsinu
over IP shall be used over the Substation LAN.
Expected Result:
1) gunsal CGW s893uUn13lHa1u DNP3.0 Protocol uagiesanansavinluguuuu DNP3.0 over IP
Document Reference
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Complie Specification :

4. Firewall

(TUABUNITANTIAEBULDNET)

RESONBILITY APPROVED BY REVIEW / APPROVED BY
COMPANY PEA
SIGNATURE

NAME
DATE

Page 12



PROVINCIAL ELECTRICITY AUTHORITY

Specification Compliance Document
for Registration PL-30

NeazdeegUninlingivaay

Device

Firewall

Product

Model

Manufacturer

Serial No.

Ordering No.

Firmware

version

Device Picture

4.1 HARDWARE & SOFTWARE REQUIREMENTS

Id

S18a2LP8AN15ASIVFDU

WaNI3

MIIHDU

4.1.1 | Reference Specification: RSUB-010/2564 (Rev1.0): ANNEX 7 - CYBER SECURITY REQIUREMENTS | L] w1u

Page 364

Threat Prevention.

- Firewall shall be designed to work as Next Generation Firewall or Next Generation

[ ladeinu

Ex

R

l .

1) azfoadlu Appliance Firewall ¥l Next Generation

Document Reference
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4.2 FUNCTIONAL REQUIREMENTS

- WaN1S
Id S1YASLRYANTITATIAFIU
AFIVEADU
4.2.1 | Reference Specification: RSUB-010/2564 (Rev1.0): ANNEX 7 - CYBER SECURITY REQIUREMENTS | L] w1u
Page 363-364 O lsdsinu
- which can be Logging via Syslog. Logs shall be stored in a Firewall device, and able
to be exported to a Log Collector or an external equipment.
- In addition, the Firewall shall be able to detect and control at least, but not limited
to, the following ICS/SCADA Protocols: DNP 3.0, IEC 60870-5-104, IEC 60870 — 6/TASE.2,
IEC 61850, and OPC
Expected Result:
1) fovinisdeyadssasneuiiames (Logs) W1 Syslog ludsgunsaldaivioyadsnas
pawfnsle
2) Feshmsmsailumsmuaumsldauedetns Tesmunlouts (Policy) senstiosdail
- User, Group, Role
- Source IP, Source Port, Destination IP, Destination Port
- Application
3) gunsalagdiosaninsavion/soufulawizluslaneaiidivun 1wy DNP3.0, IEC61850 wag
Su‘] (k&ima Protocol List)
Document Reference
- Nan1s
Id S1YASLDYANITATIAFIU
M3FVEDU
4.2.2 | Reference Specification: RSUB-010/2564 (Rev1.0): ANNEX 7 — CYBER SECURITY REQIUREMENTS | L] Wu
Page 358-364 [ lsdsinu
- Spedifically the Cyber Security Management System shall be designed specifically to
be an integral part of the Integrated SCPS.
- The CSMS shall provide the Integrated SCPS with IT security controls like
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1) Perimeter and subsystem protection, Intrusion detection (IDS),

2) Intrusion prevention (IPS), Virus filtering,

3) Remote access authentication according to the risks and to prevent and
4) Detect threats.

5) Monitoring systems security and network security are essential parts of the CSMS

Expected Result:
1) ABENNNTNDBNLUUTEUU Cyber Security Management System (CSMS) ilugdiunilsves

SCPS
2) swUU CSMS Fosdsznaulufeilsrduliostuuasaunudsil
1.1) Application Control %3 Application Visibility and Control #5® Application Identity

1.2) 92684911 Deep Packet Inspection (DPI) lelaan1smsiadeu Traffic Wisanluszuy
wetheiioszysanam (Threat) vidomassaniifiamana (Misconfiguration) vasv3ngauld

1.3) aunsansiadeudennaiuniedanisateluin3etnslsd // Threat Prevention #5e
Malware Protection #38 Zero Day Protection (lngazfasiiflanduog 9oy Intrusion

detection (IDS), Intrusion prevention (IPS), Virus filtering)

Document Reference

o NANTS
Id 1YASLRYANTITATIAFDU
MIVEADU
4.2.3 | Reference Specification: RSUB-010/2564 (Rev1.0): ANNEX 7 — CYBER SECURITY REQIUREMENTS U s
Page 358-363 [ lsdsinu
- All connections between the secured zone and other networks have to be regulated
with firewall and filtered with intrusion-detection technology.
- The Integrated SCPS shall meet the requirement for network segmentation.
Expected Result:
1) Aespenuuunstlasiu (Security perimeters) TaannasIiunLuInIINIsoudoLAToU
fuuAliiinis Manage Zone Uoarfunielu Substation wunaenidu 3 Zone e Restrict
Zone, Management Zone, Engineering Zone 1AgE3U41932A013Ad9N13 Manage Zone
Uosiunielu Substation
Document Reference
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Complie Specification :

5. Time Data Server

(TUABUNITANTIAEBULDNET)
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NeazdeegUninlingivaay

Device Time Data Server (TDS)

Product

Model

Manufacturer

Serial No.

Ordering No.

Firmware version

Device Picture Front/Side/Behind

5.1 HARDWARE & SOFTWARE REQUIREMENTS

- WAaNS
Id 319aLLRYANITATIVEDU
M3396U
5.1.1 | Reference Specification: RSUB-010/2564 (Rev1.0): 7.7 STATION TIME SYNCHRONIZATION Page | L] finu
159-160 [ sl
- The basic requirements of the Time Server are: Table 7.6 — Time Server Specifications
Device output protocol type
1) NTP Server (for network connection, with RJ45 Ethernet Interface)
2) IEEE 1588 or IRIG-B (for direct-wired connection)
Expected Result:
1) TDS fassassu Tdauwuu NTP Protocol wag IEEE 1588 or IRIG-B
Document Reference
- AN
Id FYATLDYANITINTIVADU
M3396U
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5.1.2 | Reference Specification: RSUB-010/2564 (Rev1.0): 7.7 STATION TIME SYNCHRONIZATION Page | [] w1u

159-160 [ i

- The basic requirements of the Time Server are: Table 7.6 — Time Server

Specifications Auxiliary supply

1) 125VDC nominal voltage (substation DC system)

2) Minimum range 80-120% of nominal voltage

Expected Result:

1) TDS @945835UM3MiU Auxiliary supply 125VDC nominal voltage

2) TDS @993995UN151H91U Auxiliary supply 80-120% of nominal voltage
Document Reference

- Nans
Id FIYASLIYANTIINTIVEIU
AFIVEADU

5.1.3 | Reference Specification: RSUB-010/2564 (Rev1.0): 7.7 STATION TIME SYNCHRONIZATION Page | L] tinu

159-160 [ laiu

- The basic requirements of the Time Server are: Table 7.6 — Time Server Specifications

EMC and environmental type tests

1) Withstand substation EMI

2) EMI-hardening

Expected Result:

1) uanaenasNIuNsagau Withstand substation EMI tiag EMI-hardening
Document Reference

- Han1g
Id FIYASLIYANIINTIVEIU
AFIVEADU

5.1.4 | Reference Specification: RSUB-010/2564 (Rev1.0): 7.7 STATION TIME SYNCHRONIZATION Page | L] w1u

159-160 [ laiu
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- The basic requirements of the Time Server are: Table 7.6 — Time Server
Specifications Time source Redundant Global Positioning Satellite (GPS) system

receivers with antennae and wiring

Expected Result:
1) TDS 79438950 Redundant Global Positioning Satellite (GPS)

Document Reference

- WaN1S
Id FYASLRYUANITINIIVEDU
fMIVEADU
5.1.5 | Reference Specification: RSUB-010/2564 (Rev1.0): 7.7 STATION TIME SYNCHRONIZATION Page U s
159-160 [ laiu
- The basic requirements of the Time Server are: Table 7.6 — Time Server
Specifications Interface
1) Ethernet (NTP, and IEEE 1588)
2) Direct-Wired Co-axial (IRIG-B)
Ex| Result:
1) TDS #ie43833U output Mstteusialudigunsalduluszuu 1ne Ethernet Interface w5y
NTP uaz IEEE 1588
2) TDS #1835095U output Msstiauseludigunsaidulussuu lae direct-wired Co-axial
dusU IRIG-B
Document Reference
5.2 FUNCTIONAL REQUIREMENTS
- WaN1S
Id S1YASLDYANTITNTIVEDU
AFIVEADU
5.2.1 | Reference Specification: RSUB-010/2564 (Rev1.0): 2. REFERENCE STANDARDS Page 24 [ el
- IEC 61588 Precision clock synchronization protocol for networked measurement [ ladsinu
and control systems.
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- |EEE 1588 : IEEE Standard for a Precision Clock Synchronization Protocol for

Networked Measurement and Control Systems

Expected Result:
1) uandonansiag TDS dearuntsmageuidulunuinnsgiu IEC 61588 way IEEE 1588

Document Reference

S18aLLPUAN1ITATIVEDU

WAN13

MIVEADU

522

Reference Specification: RSUB-010/2564 (Rev1.0): 7.7 STATION TIME SYNCHRONIZATION Page
159-160

- The basic requirements of the Time Server are: Table 7.6 — Time Server Specifications
Protocol for NTP server

1) NTP

2) Internet protocol suite standard for time synchronization

3) Network Time Protocol v4.0 or higher

4) Should be compatible with IEEE 1588/IEC 61588 standard

Ex Result:
1) TDS #941997U Network Time Protocol v4.0 or higher 1
2) TDS GRS IUNINTFIY IEC 61588 WA IEEE 1588

[ glu
[ ladeinu

Document Reference

S19a2198AN1INTIVADU

WaNI3

MIVEADU

523

Reference Specification: RSUB-010/2564 (Rev1.0): 7.7 STATION TIME SYNCHRONIZATION Page
159-160

- The basic requirements of the Time Server are: Table 7.6 — Time Server
Specifications Expected accuracy (+) between Network devices

1) 0.1ms (Expected Time Synchronizing of IED Clocks — one order of magnitude
better than IED time stamp resolution)

2) Note: Typical Accuracy

0 s
[ ladsinu
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3) 1-2 ms (NTP)
4) 1 microsec (IEEE 1588 or IRIG-B)

Expected Result:
1) TDS fipspnnuusiugvosianaglugie 1-2 ms dwu NTP

2) TDS dosAnuusiugiveaiateglugi 1 microsec @iy IEEE 1588 or IRIG-B

Document Reference

S19a2198AN15ATIVEOU

WAN13

MIVEADU

524

Reference Specification: RSUB-010/2564 (Rev1.0): 7.7 STATION TIME SYNCHRONIZATION Page
159-160

- The basic requirements of the Time Server are: Table 7.6 — Time Server
Specifications Maintainability requirement

1) Maintenance port to perform the management, configuration, testand
maintenance functions

2) Possibility to verify the time server accuracy and precision

3) Possibility to diagnose and troubleshoot problems

Ex| Result:

1) TDS finesndmIun1sdnms nsimual nMsnagey uagn1sUngesnm
2) TDS a150R53ARUAINYNFADILALANLILEN

3) TDS fanuanunsatunsidadenazuiledgmls

[ elu
[ ladsinu

Document Reference

S19a2198AN1INTIVEDU

WaN3

MIIHDU

525

Reference Specification: RSUB-010/2564 (Rev1.0): 7.7 STATION TIME SYNCHRONIZATION Page
159-160

The basic requirements of the Time Server are: Table 7.6 — Time Server

Specifications Other requirements

[ glu
[ ladeinu
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High precision clock discipline algorithms to counter inaccuracies caused by jitter and

wander

Expected Result:
1) TDS & algorithms whlvanulindiudritinananudulmuazmsidsauula

Document Reference

o NANTS
Id INYALLDYANITNIIAEDU
M59EdU
5.2.6 | Reference Specification: RSUB-010/2564 (Rev1.0): 7.9.1 Communication Message U s
Performance Page 163 O lsdsinu
- Time Reference Unit (GPS clock), File transfer functions, Time synchronization
messages, Lowest priority. Transfer large file of recording, information, setting etc.
>1000ms
Expected Result:
1) nagoutudunisdaiutoya Time synchronization messages, Lowest priority. Transfer
large file of recording, information, setting etc. >1000ms
Document Reference
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Complie Specification :

6. SCPS / HMI / EWS Server

(TUABUNITANTIAEBULDNET)
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NeazdeegUninlingivaay

Device SCPS / HMI / EWS Server

Product

Model

Manufacturer

Serial No.

Ordering No.

Firmware version

Device Picture Front/Side/Behind

6.1 HARDWARE & SOFTWARE REQUIREMENTS

WaN3

Id S1982188ANITNTIVABU
MIVEADU

6.1.1 | Reference Specification: RSUB-010/2564 (Rev1.0): 4.2.3 System Logical Architecture Page 49 U s

- Time synchronization server (NTP, and IEEE 1588 or IRIG-B, with the latest version, if [ ladeinu
IEEE 1588 is not available, Server) synchronizing with GPS master clock receiver to
provide time source for time synchronization of all SCPS components. Depending on
synchronization standard used, a dedicated communication interface and network
might be provided for time synchronization, such as for IRIG-B. Figure 4.2 shows

Generalized Time Synchronization Network for IRIG-B IEDs.
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Control Rowm

L) i 19

1

(for Conventional IRIG-B IEDs)

Server (THS)
OEEF )50y

Fiherner Nuiteh _« <

1EC61850 Communication Network
with IEEE 1588 Synchronization

(a)

Fiheriet Switeh~ 1 | Rihernet Swich | | Fiheract swiech Serial Ser vr 1 Sweial Servers |
v - e — PR ) o —j P |
n T = IERH IR dolRE-R | Gk

ev—i =
Fther s =
iata Only 3 : il :
L IRICG-1 d
= =
—>- 0 -
Multiph: IFIh Multiphe IR Multiphe LFD Muleiph: IR Multipke IR |
[ —— — 5 £
JED Cahinet JED Cahinet 2 TED Cabines N-2 T Cabinec Ne TED Cahinet N

IRIG-B Time Synchronization 2

(for Conventional IRIG-B IEDs)

Cantrol Reom Fiheroct Switch

Ethernct (Data) Cammunication Network
! e e .
P ] PR PR pape - - !
 Fiheract sw wi ™ Fihecnet $u rm.l Server Serial Server |
z P T
= Lilernet R i
H i Data Onls . - : . 5
: :
Maltiple TEDs Muldipk TEDs Maltiple TEDs Maltipke TED Maliiph TEDy
> L —— | e
IED Cabinet | IED Cabines 2 JED Cabinet N-2 JED Cabinet N-f JED Cabinet N

(b)

Expected Result:

1) Time synchronization server @111505ULI81310 GPS master clock Iugmwuﬁﬁmum (
NTP, and IEEE 1588 or IRIG-B, with the latest version, if IEEE 1588 is not available,
Server)

Document Reference

- NaNg
FIUALIBYANTITATIVHDY

NIV
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6.1.2 | Reference Specification: RSUB-010/2564 (Rev1.0): 7.7 Station Time Synchronization Page 160 [ sinu
- The basic requirements of the Time Server are: ..
Device output protocol type 1) NTP Server (for network connection, with RJ45 Ethernet Interface) ) VLNN'TLI
2) IEEE 1588 or IRIG-B (for direct-wired connection)
Augxiliary supply 1) 125VDC nominal voltage (substation DC system)
2) Minimum range 80-120% of nominal voltage
EMC and environmental type 1) Withstand substation EMI
tests 2) EMI-hardening
Protocol for NTP server 1) NTP
2) Internet protocol suite standard for time synchronization
3) Network Time Protocol v4.0 or higher
4) Should be compatible with IEEE 1588/IEC 61588 standard
Time source Redundant Global Positioning Satellite (GPS) system receivers with
antennae and wiring
Expected accuracy (+) between 1) 0.1ms (Expected Time Synchronizing of IED Clocks — one order of
Network devices magnitude better than IED time stamp resolution)
2) Note: Typical Accuracy
3) 1-2 ms (NTP) 4) 1 microsec (IEEE 1588 or IRIG-B)
Interface 1) Ethernet (NTP, and IEEE 1588)
2) Direct-Wired Co-axial (IRIG-B)
Maintainability requirement 1) Maintenance port to perform the management, configuration,
test and maintenance functions
2) Possibility to verify the time server accuracy and precision
3) Possibility to diagnose and troubleshoot problems
Other requirements High precision clock discipline algorithms to counter inaccuracies
caused by jitter and wander
Device output protocol type
Ex Result:
1) Time Server AMUAN1OAIUTITE 7.7 Station Time Synchronization
Document Reference
- WAN13
Id FYATLBYANTIINIIVEDU
MIVEADU
6.1.3 | Reference Specification: RSUB-010/2564 (Rev1.0): 8.4.9 Engineering HMI/SCPS-Server Page [ sinu
201 [ sl

- The Engineering HMI/SCPS-Server shall be provided as a graphical user interface for

engineers;

RESONBILITY
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1) to access the Engineering Workstation
2) to utilise all the Engineering Workstation functions and applications, and
3) to perform the engineering-related works
Expected Result:
1) @unsaL189 Engineering Workstation
2) anansaldeuisiduniglu Engineering Workstation
3) wansbAumMsaiumafgIiuumMsAmnssufiinetogls
Document Reference
- Nans
Id F1YALLAYANITATIVEDU
MIVEADU
6.1.4 | Reference Specification: RSUB-010/2564 (Rev1.0): 8.4.17 Software Requirement Page 204 U s
- A suite of operating and application software shall be provided; [ Tadeig
1) to support the development & implementation of the Engineering Workstation
functional requirements
2) to deploy PEA customised solution based on agreed requirements between PEA
and the supplier to solve the unique requirements of the Engineering Workstation,
to provide the following system performance:
Requirement Example
Security Prevent unauthorized user, virus attack & mal-operation of the software etc.
Availability Provide smooth operation to continues in the event of a failure (e.g.
communication)
Reliability Provide tools to monitor software performance, failover capability
Scalabilty Enable the addition device/hardware for future expansion of the SCPS system
without total re-engineering process
Maintainability Easy installation, configuration trouble-shooting and maintenance of the system
Expected Result:
1) atvayumsianuaesmsldnuiliidunmsvinaues Engineering Workstation
RESONBILITY APPROVED BY REVIEW / APPROVED BY
COMPANY PEA
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2) U¥uusslémuanudiosnsves PEA muninudeanisfinnasiuseming PEA wazdnmans
1093 WaunlumIuApIN1slanzves Engineering Workstation LieUssansnmiidvessuy
Aamaluil:
2.1) Security
2.2) Availability
2.3) Reliability
2.4) Scalabilty
2.5) Maintainability
Document Reference
- Han1g
Id F1YASLRYANIINTIVEDU
395U
6.1.5 | Reference Specification: RSUB-010/2564 (Rev1.0): 8.4.18 Hardware Requirement Page 204 U s
- AWl hardware shall be provided; [ ladeinu
1) to support the software, EWS functional requirements & IEC61850 development
2) with industrial grade equipment certification and type test
3) suitable for harsh and rugged HV substation environment
4) taking advantage of the latest industrial standard components and technologies
5) with capability to perform processing and storage capacity
6) to ensure complete visibility of the parameters in IEC61850 based SAS
7) all components powered from substation auxiliary DC system without DC/AC
inverter
Failure of any Engineering Workstation subsystem shall not affect the operation of
other SCPS components and IEDs.
The hardware requirements of the individual Engineering Workstation components
are:
Server/ Equipment Processor Detail
Data Historian & Web 1)Up-to-date industrial grade processor systems with embedded
Server applications
2) Provide even cooling of all components
3)Withstand temperature up to 55°C
4) Capable of “hot swap” of components when failure occurs
RESONBILITY APPROVED BY REVIEW / APPROVED BY
COMPANY PEA
SIGNATURE
NAME
DATE
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5) Storage Backup facility

6) Shielded for EMI/RFI protection

7) Consider for scalability (redundancy) on:
a. Power supply
b. Processor
¢. Communication ports

d. Hard disk/storage such as RAID technology

Application Server

1)Off-the-shelf standard industrial grade server with the latest processing &
storage capability to ensure smooth development

2)& operation of EWS applications

Interface Node

1)Off-the-shelf industrial stand-alone embedded processor box with no
moving parts

2) “Self-power-up” & auto-configure itself capability

3) Capable of interfacing with multiple standard interface stated in the

Engineering Workstation functional requirements.

Engineering HMI/SCPS-

Server

Off-the-shelf standard industrial grade computer with latest processing &
storage capability to ensure smooth development, operation &

maintenance of Engineering Workstation applications

Expected Result:

1) sesSuranAwIsAudamruaAm Uil Ty EWS tagn1simu) IEC61850

2) i1 industrial grade equipment certification Wag type test report

3) wngdwmiunsidonluanmuandenanfliiusgeiisieuauynas

4) lfuselegiannaiuusenauuasinaluladinnsgiuenanssuagn

5) fawaunsatunmsuszananauasdaiudoya

6) annsauaaumsiimesingg Idegsaysallu SAS Aldunsgiu IEC61850
7) drutszneutanualdndsauainssuuliinsruansevesaniilniindes Taeld
dunesmesihnssuansy/nsuaaay

8) WulumudorvuasiuaniniisvesduUsznau Engineering Workstation

Document Reference

- NaN13s
Id 18ALDYANITNTIVEDU
f3EaUY
6.1.6 | Reference Specification: RSUB-010/2564 (Rev1.0): 8.5 Power Supply Page 205 U s
- HMI/SCPS-Server will be powered by an AC power supply [ ladsinu
Expected Result:
1) HMI/SCPS-Server @nansaldaulaniulvinssuaadu 400/230 AC
RESONBILITY APPROVED BY REVIEW / APPROVED BY
COMPANY PEA
SIGNATURE
NAME
DATE

Page 29




PEA

PROVINCIAL ELECTRICITY AUTHORITY

Specification Compliance Document
for Registration PL-30

Document Reference

6.2 FUNCTIONAL REQUIREMENTS

WaN3
Id $19a2198ANSATIVEDU
M3IAFIV

6.2.1 | Reference Specification: RSUB-010/2564 (Rev1.0): 10.6.3 Diagnostics and maintenance tools [ siu
Page 223 O lsdsinu

- Servers: According IEC 61850-2 “on a communication network, a functional node
that provides data to, or that allows access to its resources by, other functional
nodes. A server may also be a logical subdivision, which has independent control of
its operation, within the software algorithm (and/or possibly hardware) structure”. In
other words any device that provides information for the rest of the system. In this
category are the Protective relays and the control and measurement devices. The

main example of IEC 61850 servers are the BCUs.

Expected Result:
1) anansabideyaviesugnlilvundug anansadindmineinstoyasingla

Document Reference
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Complie Specification :

7. Ethernet Switch

(TUABUNITANTIAEBULDNET)
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NeazdeegUninlingivaay

Device Ethernet Switch

Product

Model

Manufacturer

Serial No.

Ordering No.

Firmware version

Device Picture Front/Side/Behind

7.1 HARDWARE & SOFTWARE REQUIREMENTS

153

- Network Device Type :

1) Fully Managed Ethernet switch
2) Fanless

3) Modular Design

Expected Result:
wuULATLARENA THARIALIALURTDIgUN TRl

1) Fully Managed Ethernet switch
2) Fanless
3) Modular Design

. NANNS
Id INYALLDYANIINIAAEDU
AFIVEADU
7.1.1 | Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service U s
Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) - Industrial Ethermnet Switch Requirements Page 151- [ lsdsinu

Document Reference
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S19a2198ANIINTIVADU

WaNI3

MIVEADU

Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Fnvironment and Service
Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) — Industrial Ethernet Switch Requirements Page 151-153
- Physical Environment and Service Conditions :

1) Extended temperature range operation -40 to +85 °C

2) Relative humidity: between: 40% to 95%

Expected Result:
WUUKAZLAABNATHAN INAdD UMD SUTDIRMaNTRveIgUnTal fell

1) anansavihanulalugisgumgil -40 to +85 °C
2) @usavinaulalugianInuy 40% to 95%

U s
[ ladsinu

Document Reference

S19a2198AN1INTIVADU

WAN13
MIIFIU

Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service
Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) - Industrial Ethernet Switch Requirements Page 151-153

- Power Supply : Dual redundant, load sharing, hot-swappable

Ex Result:

LUULARARIIDNANHAMIVIAdEUYTe FUTasAANTRTesgUnsal feil

1) 3 Switch i1 Power Supply 2 9 (PSU A, PSU B) fivhatuuuy d15eq druvaadielviya
vikide Snypazuniszumaiui

2) Power Supply 2 4a wisn1sen1snelisiuiu (ldlyvineu standby agaien) wu ue
ar PSU 918lnl 50%

3) @ansa nen/wasy PSU Ilaglidedawrses Switch

[ eiu
[ ladeinu

Document Reference

S19a2198AN1SATIVEOU

WaN3

M3IAFIU
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7.1.4 | Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service [T sinu
Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) - Industrial Ethernet Switch Requirements Page 151-153 [ lsdsinu
- EMC and Environmental Type Tests
1) EMI-hardening
2) Protection Graded
3) IEC 61850-3 and IEEE 1613
Expected Result:
LLuULLazLLﬁmﬁLaﬂmimami‘VlrﬂaaUw%a%maﬁ@mﬁuﬁammqﬂﬂiiﬁ il
1) gUnsals1ums EMI-hardening
2) §lsnn5g1 Protection Graded
3) mummgm IEC 61850-3 and IEEE 1613
Document Reference
- WaN1S
Id F1YASLRYUANITINIIVEDU
AFIVEADU
7.1.5 | Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service U s
Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) - Industrial Ethernet Switch Requirements Page 151-153 O lsdsinu
- Ports :
1) High density: 28 ports, all gigabit capable
2) RJ45 with a secure copper connector, or fiber for future expansion
3) IEC 61850-3 and IEEE 1613
Expected Result:
wuuwaIARsEnaoyaTiud R gt RvesgUnsalsil
1) finesaluu High density S1uauwash 28 Wash wazyNNeInTBIFUAUTITZAU Gigabit
2) s993U RJA5 w¥ou secure copper connector Wieanunsaldlniuesosufinifiesasiunis
Tdulusunas
Document Reference
- WaN1S
Id FYASLRYUANITINIIVEDU
AFIVEADU
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7.1.6 | Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service [ el
Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) — Industrial Ethernet Switch Requirements Page 151-153 [ lsdsinu
- Port Speed :

1) 1000Base FX (For Backbone)

2) 100BaseTX (For Segment or IED)

Expected Result:
wuulazuansenasteyanutinaandRvesgunsalisil

1) 5995ULM3g11 1000BaseFX (dmsugunsal Backbone: Switch to Switch)
2) 5045U1M551U 100BaseTX (@ m3ugunsnl Segment or IED)

Document Reference

- Han1g
Id FIYALLIYANTIIATIVEHIU
MNFIHU
7.1.7 | Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service U s

Conditions Page 17 - 18 Table 7.1 (a), 7.1 (b) — Industrial Ethernet Switch Requirements Page 151-153 [ Tadednu
- Fiber Type Connector :
1) ST or LC

Expected Result:
wuulazuansenasteyanutinaandRvesgunsalisil

9 9
<

- dhseaneliuaseauirazdoaduriia ST e LC

Document Reference

. HANNS
Id INYASLDYANITNIIAEDU
AFIVEADU
7.1.8 | Reference Specification: R SUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service U s

Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) — Industrial Ethernet Switch Requirements Page 151-153 [ Tadednu
- Priority Queues Number :

1) Minimum 2

Expected Result:
wuukaruansenasteyanutsnaautRvasgunsalisil
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- gunsalasadnddiuanuddguestoyaliatiatos 2 seau

Document Reference

- WaN13
Id FIYALLIYANITATIVEHIU
MNFIHU
7.1.9 | Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service U s

Conditions Page 17 - 18 Table 7.1 (a), 7.1 (b) — Industrial Ethernet Switch Requirements Page 151-153 [ Tadednu
- Switching Delay :
1) < 10 Msec (100 Mbps)

Expected Result:
wuukaruansenasteyanutsnaandRvesgunsalfsil

1) gunsaliienuviixesmsdsaya eendt < 10 Psec (100 Mbps)

Document Reference

- WaN13
Id F1YALLDYANTITNTIVEHIU
NFI6U
7.1.10 | Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service U s

Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) - Industrial Ethernet Switch Requirements Page 151-153 [ lsdsinu
- Backbone Media :

1) Optical fibre (at the process level)
2) RJ45 Copper (at the station level)

Expected Result:
LuuLazUAnseNa STyt snuauTRve s Unsalasl

1) Backbone Media ﬁm%’uqﬂﬂiiﬂu Process Level, Bay Level W Optical fiber
2) Backbone Media ﬁm%ﬁqﬂﬂitﬂu Station Level 1{u RJ45 Copper

Document Reference
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- Han1g
Id 31YATLRYANITNIIVEDU
n5I9daU
7.1.11 | Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service U i
Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) - Industrial Ethernet Switch Requirements Page 151-153 [ lsdsinu
- Backbone Interface (Station bus communication) :
1) SFP LC type optical fiber connector
Expected Result:
wuuazUansena STyt snuantRve s Unsalasl
1) Backbone Interface 484 Station bus communication 5845U%3%8u Optical Fiber
wilm SFP LC
Document Reference
- Nan1s
Id INYATLRYUNNIINIIIFDU
MU
7.1.12 | Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service U s
Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) - Industrial Ethernet Switch Requirements Page 151-153 O lsdsinu
Segment or IED Interface (within panel) :
1) RJ45 port
2) Option for ST optical fiber connector (multi-mode optical fiber)
Ex| Result:
Luulazuanenan sty autnuaudRivesgunsalasl
1) melugaruauanunsadeusdegunsalldnauuu RI45 port uag optical fiber wuu ST
(Multimode)
Document Reference
- Han1g
Id F1YALLRYANITNIIVEDU
MU
7.1.13 | Reference Specification: RSUB-010/2564 (Rev1.0): 1.3.2 Physical Environment and Service U s
Conditions Page 17 — 18 Table 7.1 (a), 7.1 (b) - Industrial Ethernet Switch Requirements Page 151-153 [ lsdsinu
- Ethernet Module :
RESONBILITY APPROVED BY REVIEW / APPROVED BY
COMPANY PEA
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Field replaceable

Expected Result:
LuulazuanenansieyautnuaudRivesgunsalisil

v
LY

Ethernet Module aunsanasasuanizlugals lnslidenuduugunsnin

Document Reference

7.2 FUNCTIONAL REQUIREMENTS

WAN13
Id S19a2198AN1INTIVEDU
MIVEADU

7.2.1 | Reference Specification: RSUB-010/2564 (Rev1.0) : Table 7.1 (a), 7.1 (b) - Industrial Ethernet U sinu
Switch Requirements Page 151-153 IR
- SCADA monitoring and management :

1) Switch should compliant with IEC 61850-90-4 MMS bridge modelling

Ex Result:
wuulazuansenasteyanutinaandRvesgunsalisil
- Ethemet Switch foe3045UN5¥1UAMINATEIY IEC 61850-90-4 Tuguiuu MMS bridge

modelling

Document Reference

WAN13
Id S19a2198AN1INTIVEDU
MIVEADU

7.2.2 | Reference Specification: RSUB-010/2564 (Rev1.0) : Table 7.1 (a), 7.1 (b) - Industrial Ethernet U s
Switch Requirements Page 151-153 O 'l

- Network Management Tools :
1) SNMP or MMS with the latest version
2) Web-based

3) Remote Monitoring

Expected Result:
LLuULLazmeaLaﬂms‘ﬁaQaﬁﬂ@%ﬁa@mﬁmﬂ’ﬁmaaqﬂmaﬂﬁaﬁ
1) SNMP 30 MMS Huneidudign

2) annsdndeuazdnnsaunsaliiu Web Browser 14
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3) sessunsiinianasdnnisaunsalninszeslng

Document Reference

- WaN1s
Id INYASLDYANTITINTIVEDU
AFIVEADU
7.2.3 | Reference Specification: RSUB-010/2564 (Rev1.0) : Table 7.1 (a), 7.1 (b) - Industrial Ethernet U s
Switch Requirements Page 151-153 (] 1adedns
- Cyber Security :
1) User passwords
2) SSH/SSL encryption
3) Encrypted authentication and access security
4) MAC based port security
5) VLAN (IEEE Std 802.1Q)
Expected Result:
wuulazuansenasteyanutinaandRvesgunsalisil
1) @11n39903 User uag passwords dmsunisidigunsalls
2) fimsihsviadeyauuu SSH/SSL
3) flszuun1studuimeu uazmsiinfsnuasniie
4) au15amANdAnNSENAsUU MAC based port security 6t
5) @11504U3 VLAN Tnegn9deu1nsgiu IEEE Std 802.1Q g
Document Reference
- WaN1S
Id INYASLDYANTITNTIAEDU
395U
7.2.4 | Reference Specification: RSUB-010/2564 (Rev1.0) : Table 7.1 (a), 7.1 (b) - Industrial Ethernet U s
Switch Requirements Page 151-153 * following Addendum (8) Clause 7.3.1 Communication Network | [] lais1u
Device - Ethernet Switch
- Network Switch and Time Synchronization :
1) Where applicable: IEEE 1588 Power Profile
- Transparent Clock
RESONBILITY APPROVED BY REVIEW / APPROVED BY
COMPANY PEA
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Expected Result:

LLuULLa::meuanmﬁaQaﬁﬂ@%ﬁa@mauﬁ’aﬁuaaqmsaﬂé’aﬁ

1.) s995Un15iden Time Synchronization M1y IEEE 1588 Power Profile 1‘1431JLL'U‘U
- Transparent Clock

Document Reference

WAN13
Id S19a2198ANINTIVFDU

M3IAFIU

7.2.5 | Reference Specification: RSUB-010/2564 (Rev1.0) : Table 7.1 (a), 7.1 (b) - Industrial Ethernet U s
Switch Requirements Page 151-153 (] 1adedns
- Others :

The switch shall support transmissions of GOOSE messaging

Expected Result:
wuulazuansenasteyanutinaandRvesgunsalisil
1) 995umsdetoyatuzunuu GOOSE messaging

Document Reference
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Complie Specification :

8. Bay Control Unit (BCU)

(TUABUNITANTIAEBULDNET)
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NeazdeegUninlingivaay

Device Bay Control Unit (BCU)

Product

Model

Manufacturer

Serial No.

Ordering No.

Firmware version

Device Picture Front/Side/Behind

8.1 HARDWARE & SOFTWARE REQUIREMENTS

Id S19a2198AN1INTIVEDU

WaN3

MIVEADU

8.1.1 | Reference Specification: RSUB-010/2564 (Rev1.0) : 8.3.8 IED Bay Control Unit (BCU) Page 183
- BCU servers have data acquisition and control responsibilities within the SCPS
system. In the systems to be delivered under this technical specification, they
connect to traditional I/O points on the back end (e.g. status contacts, counter
contacts, analog inputs, and control outputs). On the front end they are presented
as IEC 61850 data models, just as though they originated from true IEC 61850-
compatible sources. The data from these models shall be selectively delivered to
the HMI’s Local Repository according to station needs.

- The BCU servers shall be capable of storing and executing programmable logic
applications. In support of a distributed processing environment, they shall be
capable of interconnecting with other BCU servers via I[EC 61850 GOOSE messaging to
acquire status and commands and to provide the same in return. In this way,
multiple units can cooperate perform bay interlocking and automation applications.
AUl parameters, configurations, programs, software, and process data shall be stored

in non-volatile memory, along with revision control information.

U s
[ ladsinu
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Expected Result:
1) BCU Apd@nunsaLdaumany status contacts, counter contacts, analog inputs, and

control outputs WeUsEAUNTTINULABENH
2) BCU #93a11190 programmable logic Tunnlalunisinauld wazaiunsaidoudaiu
BCU du9) w1 IEC 61850 GOOSE messaging 1iosuanIus LagA1disngg

Document Reference

- NaN1g
Id F1YASLRYUANITNIIVEDU
MU
8.1.2 | Reference Specification: RSUB-010/2564 (Rev1.0) : 8.8.2 Interoperability between Control U s
Systems and Bay LAN Page 207 [ sl
- Interoperability between Control Systems and Bay LAN Each BCU shall
communicate with the BCUs of different manufacturers, protective relays, and other
IEDs instead of, or in addition to, the IEDs communicating directly through the bay
and station Ethernet Switch, to the SCPS Systems.
Expected Result:
1) BCU fosanansadeansiv BCU Bufissudnsdousils
Document Reference
- Han1g
Id FIYASLIYANTIINTIVEIU
AFIVEADU
8.1.3 | Reference Specification: RSUB-010/2564 (Rev1.0) : 4.14.6.1 IED Bay Control Unit (BCU) without | L] 611
Protective Relay Page 77-78 [ 1adeins
- For distributed applications, the participating Protective relays usually need to
directly exchange interlocking signals (e.g. status and commands) with each other.
For a protection application, these exchanges must be quick, perhaps within 4 ms to
satisfy the timing requirements of the application. The IEC 61850 communications
standard provides GOOSE messaging services for this purpose, using the Substation
LAN in lieu of traditional hardwired connections.
- The IED BCU and Protective relays shall have been submitted/passed a test
certificate compliance with the IEC 61850 part 10 Conformance Testing such as the
following:-
RESONBILITY APPROVED BY REVIEW / APPROVED BY
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1) Basic Exchange

2) Data Set Definition

3) Unbuffered Report

4) GOOSE Publish

5) GOOSE Subscribe

6) Time Synchronization

7) File Transfer (if any)

The tests certificate compliance with IEC 61850-10 have to be certified by
international accredited testing laboratories which are independent of the Bidder

and Supplier.

Expected Result:
1) BCU agsiosdoansiumeninuiags enaliailiiiu 4 ms. iivelidulumudedvun

é’mnmmmmmﬁmmiﬁami

2) BCU 9603la5u/01un155U599n15MAd0UAI0U105514 IEC 61850 part 10 910
vesufiRmameaouiilésumsiusesszduanna nefineasBeadeoluil
- Basic Exchange

- Data Set Definition

- Unbuffered Report

- GOOSE Publish

- GOOSE Subscribe

- Time Synchronization

- File Transfer (if any)

- Monitoring systems security

Document Reference

8.2 FUNCTIONAL REQUIREMENTS

- Nan1s
Id FIYASLIYANTIINTIVEIU
MIVEADU
8.2.1 | Reference Specification: RSUB-010/2564 (Rev1.0) : 5.3.2.1 Analog Input Page 87 U s
- The SCPS shall acquire the ac inputs directly from current transformers/sensors [ Tadednu
(CTs) and voltage transformers/sensors (VTs) without transducers and shall use these
inputs to calculate true r.m.s., 50 Hz phasor, and other power quality data, such as
harmonics, voltage sags, voltage swells, etc. The data shall include the following
quantities:
1) Neutral r.m.s. current, (normal load and fault current)
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2) Peak current and voltage

3) Current direction

4) kW, kVAR

5) Power factor
-The SCPS shall accept current input signals with normal signal ranges of 0 to 5 A AC
or 0to 1 A AC. In order support DMS Fault Isolation function, the SCPS shall be able
to read and transmit the fault current signal levels up to 20 times full load, together
with operation information of protective devices, to the DMS master station instantly
when the fault occurs. Therefore the current input circuit shall be designed so that
it will accurately resolve current signal levels up to 20 times full load while still
maintaining the accuracy stipulated for the normal full load level. In this respect the
input circuit shall not saturate over the full 20 times rating. However to fulfil these
requirements, one of following methods shall be used:

1) Using one set of AC current inputs connected to current sensors that can
provide ac current signal range of 0 to 20 times full load.

2) Using two sets of AC current inputs, one set connected to metering CTs and the
other set connected to protection CTs.

3) Using one set of AC current inputs connected to metering CTs and acquiring the
fault current data from the associated IED Protective relay through communication
link. In this respect the response time shall not exceed 1 second

- The SCPS shall accept voltage input signals with a normal input signal of 125 V AC.
The voltage input circuit shall be designed so that it will accurately resolve voltage
signal levels of 0 to 220 V AC.

- The sampling rate for AC quantities shall be at least 128 samples per cycle.

- The total burden imposed by the SCPS analog input circuit shall not exceed 0.5 VA
for current and voltage inputs.

- In addition, the SCPS shall accept Unipolar Current inputs (4-20 mA) from linear
transducers and other DC instrument sources.

- The SCPS shall be able to report all Analog values that have changed by more
than a programmable deadband from the last value, which was successfully
reported to the DMS. The deadband shall be specified for each point individually. In
addition, the ability of the SCPS to alarm Analog high and low limit violations is
desirable.

Expected Result:

1) BCU AesaunsasudyIaen CT wag VT 1alasnss Laga1u1samuIMad e 61
eigald

- Neutral r.m.s. current, (normal load and fault current)
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- Peak current and voltage

- Current direction

- kW, kVAR

- Power factor

2) BCU #asanunsadudayayas Current Input ifidasdayaiaiund 0-1 xin AC wazazfios
fudityaya Fault Current iasandia 20 wihvadlnanifiy

3) BCU fasfudqyayas voltage input 7 normal voltage 7 125 V AC Tng1435 voltage

input AesléFunisesnuuuliannsasyyszAudynaussiuluiig o fa 220 v AC Iéegn

W uEn

4) BCU ¢33l sampling rate d@15uu3unas AC analog signal 8g13iias 128 samples/cycle

5) BCU fiosilAn Burden s dwisuisasnszuauazusaiuliifu 0.5 VA

6) BCU sizsanunsadudyeyras DC Input 91ngUnsalulasdyainsieqlaniuninua

Tnetanizdgyay1ad Unipolar Current : 4-20 mA

7) BCU fasanun3as1ee1un Analog sanuaiddeuwdasiuuinnitdn deadband fig

TWsunsuld (programmable deadband) 91nA1@gnTisIeeulgs DMS wagamsauds

A0 ULATAITTAU

Woudlainnnsaiaenanilanie

Document Reference

- Wan13
Id FIYASLIYANTIINTIVEIU
AFIVEADU
8.2.2 | Reference Specification: RSUB-010/2564 (Rev1.0) : 5.3.2.2 Status Input Page 88-89 [ sinu
- The following types of status input points shall be provided: [ Tadeing
1) Single Contact, Two-State Status (SC-25): For single contact, two-state status input
points, a single contact shall represent both states of the monitored device. One
position of the contact shall indicate an alarm or failure condition, while the
opposite state of the contact shall indicate the normal condition.
2) Double Contact
a. Two-State Status (DC-2S): For double contact, two-state status input points,
separate contacts shall be provided for representing each state of the monitored
device. One contact shall indicate an open condition of the monitored device. The
other shall indicate a closed condition. The contacts shall be treated as a
complimentary pair. Conflicting contact positions shall be labeled INVALID.
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b. Two-State Status but Slowly Change (SLOW DC-25): These status points shall be

provided to indicate the current state of devices that slowly change from one state
to another. The status of such devices shall be provided by a complimentary pair

of contacts (contact “1" and contact “2") as shown in Table 5.1.

Table 5.1 - TWO-STATE STATUS INPUT OPERATION

State of Monitored device Contact “1" Contact “2"
Closed Closed Open
Open Open Closed
Changing State Open Open

The fourth combination (CLOSED-CLOSED) shall be identified as an invalid state.

C. Three-State Status (DC-3S): For double contact, three-state status input points,
separate contacts shall be provided for representing each state of the monitored
device. The status of such devices shall be provided by a complimentary pair of

contacts (contact “1" and contact “2") as shown in Table 5.2.

Table 5.2 - THREE-STATE STATUS INPUT OPERATION

State of Monitored device Contact “1" Contact “2"
Step 1 on Closed Open
Step 2 on Open Closed
Off Open Open

The fourth combination (CLOSED-CLOSED) shall be identified as an invalid state.

Expected Result:

State Status (SC-2S)

1) msradeulenalsaumailavesgunsal BCU 915833 BI luguluu Single Contact, Two-

2) asi@eueNa1IAUnAllATetgUnsal BCU 913095 Bl Tuguiuy a. Two-State Status
(DC-25) , b. Two-State Status but Slowly Change (SLOW DC-25) wa¢ c. Three-State

Status (DC-3S

Document Reference

$19a2198AN15ATIVEDU

WaNI3

MIIHDU

RESONBILITY APPROVED BY REVIEW / APPROVED BY
COMPANY PEA
SIGNATURE

NAME
DATE

Page 47




PROVINCIAL ELECTRICITY AUTHORITY

Specification Compliance Document

for Registration PL-30

8.2.3

Reference Specification: RSUB-010/2564 (Rev1.0) : 5.3.2.3 Control Output Page 89

- Control Output shall be processed in IED relay and/or BCU and output through
Smart /O equipment.

The SCPS shall include the following types of control points to support control
actions initiated by the DMS master stations or, where applicable, the integral
programmable logic facilities of the SCPS:

1) On/Off Device Control: The SCPS shall perform on/off control actions using
complimentary pairs of contact outputs. One contact output shall perform the “On”
control action, and a second output contact shall perform the “Off” control action.
The SCPS shall be designed such that only one output in a complimentary pair can
be activated at a time.

2) Raise/Lower Control: The SCPS shall perform raise/lower control actions using
complimentary pairs of contact outputs. One contact output shall perform the
“Raise” control action, and a second output contact shall perform the “Lower”
control action. The SCPS shall be designed such that only one output in a
complimentary pair can be activated at a time.

3) Setpoint Control: The SCPS shall be able to accept setpoint values from the DMS
and of using the received setpoint value to initiate their own closed-loop control
actions with the programmable logic capabilities as stated in Clause 10.4, e.g,,
raise/lower controls sent to the transformer tap changers to maintain line voltage at
the setpoint value

- To support the above capabilities, the SCPS shall include momentary control
outputs and latching control outputs. Each momentary control output shall provide
a contact closure (pulse) that shall have programmable pulse duration. The pulse
duration shall be adjustable on an individual point basis from 0.1 to 60 seconds in
increments of 0.01 seconds. In contrast, latching outputs shall remain in a given state
until a subsequent command changes the control output state.

- Control point selection by the DMS (or SCPS) shall be cancelled if the operate
command or Raise/Lower command is not received within a programmable time
period measured at the SCPS by a “Command Receipt” timer. The SCPS’s Command
Receipt timer shall be in addition to the “Select Verification” timer in the DMS. The
Command Receipt timer shall be adjustable between 10 and 60 seconds. The time
period shall initially be set at 10 seconds.

- The voltage rating of the control output contacts shall be the same as the primary
control voltage (either 48 V DC or 125 V DC) used within the control cabinet for the
controlled device. All control outputs shall be capable of driving a load of 6 A DC at

the primary control voltage.

U s
[ ladsinu
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- All control points shall follow a Select-Checkback-Before-Operate (SCBO)
procedure for control operation. Except for Raise/Lower type control outputs, point
selection shall be cancelled automatically following the completion of the control
action, and re-selection of the point shall be required for each subsequent control
action.

- The closing operation of circuit breakers shall be supervised by the appropriate
interlocking. The closing of the circuit breaker shall be supervised by the status of
associated disconnectors and ground switch. The system shall also monitor all
operations and give warnings or advisory messages when any wrong operational
seguence is requested.

Expected Result:

1) gUnsal BCU 5995Un15 Control Output fesioluild 1) on/Off Device Control ,2)
Raise/Lower Control Wag 3) Setpoint Control

2) Qﬂﬂiiﬁ BCU 5993UM5 Control Output kUU momentary control outputs W@ latching
Igenurivun

3) gunsal BCU anansasnidnddeitlalléizunsudumelunaniidmusls

a) gunsal BCU anunsalderudiusediy 48 v DC wie 125 v DC 1¢ uazyn Contact 9su
nszwatulvanld 6 A

5) N3AIVANNNBENILHBIaIU150 Select-Checkback-Before-Operate (SCBO) la &nviu
Raise/Lower type control outputs

6) msmuauMsATnsasgUnsaliusnines szfesiimsnsaaasudumesaenlfuazaunsn
wiafioudlefimailignsesls
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